Abstract-"In recent years, ease of the Internet has boosted use of information systems comprising relational data. Relational Databases have been extensively used for information extraction within collaborative environments. In this context, protecting ownership rights and data integrity along with tackling data tampering have become the major issue. Watermarking approaches have been introduced to overcome these issues. It is important for a watermarking method to outperform for maintaining data quality of relational data while recovering data with watermark. Here, reversible watermarking approaches for relational database are compared and studied. These methods ensures data quality along with data recovery in presence of malicious attacks (insertion, deletion and alteration).
II. RELATED WORK
Reversible Watermarking has become an appealing technique for securing relational databases in several years because of its feature of tackling manipulation of data and protect data from different malicious attacks. These methods ensure data recovery maintaining the integrity of data. Many methods were proposed and used for this purpose. Fingerprinting, data hashing, serial codes are some of the oldest technique used for ownership protection. The oldest approach to protect data and to achieve data security is encryption. Fingerprinting is the most popularly used variant of encryption. Fingerprints also called as transactional watermarks are used to monitor and identify digital ownership by watermarking all the copies of contents with different watermarks for different recipients. In hashing, digital contents can be saved by performing a one-way hash function whereby the data contents do not change. If the hash of the original and tampered data is the same, data authenticity can be verified but ownership cannot be proved easily [10] .
The first irreversible watermarking approach for relational databases failed to recover the data by preserving its data quality [16] . Similarly, the first reversible watermarking scheme for relational databases was histogram expansion technique. In this technique, histogram expansion is used for reversible watermarking of database. Here, a method of distribution of error between two evenly distributed variables and selected some initial non-zero digits of errors to form histogram is used. Histogram expansion is used to reversibly watermark the selected non-zero initial digits of errors. In this approach, only the data owner has the capability to recover the original state of the database. However, this technique is not effective against malicious attacks that are subjected to a large number of tuples [11] .
In Difference Expansion Watermarking (DEW) technique, a method of arithmetic operations on numeric features and transformation is proposed. This blind watermarking approach needs only the embedded watermark object and the secret key to detect watermarks. Here, reversibility is achieved using difference expansion of integers. In order to minimize the distortion the watermark is embedded into the LSB of the features of the relational datasets [8], [9] . Another reversible watermarking technique using difference expansion method is based on Difference Expansion and support vector regression (SVR) prediction to protect the database from being tampered. The aim behind the design of these techniques is to provide ownership proof. However, they are more prone to alteration attacks as any change in expanded value will fail to detect watermark information and the original data [3] .
Genetic Algorithm based on Difference Expansion (GADEW) technique improves upon the drawbacks mentioned in DEW technique by minimizing distortions in the data. Here the concept of both difference expansion and genetic algorithm is used in order to make better watermark capacity and to reduce distortion. Here, the data distortion is minimized by increasing watermark capacity and by decreasing false positive rate. But, the watermark capacity decreases with the increase in watermarked tuples [2] . A novel blind watermarking approach that ensures security of ownership in relational databases is studied. Here, an embedding technique which is reversible called Prediction-error Expansion(PEE) on integers is used [12] , [13] , [14] . The concept of PEE is modified and more efficient watermarking concept is introduced. Here, two strategies are adapted, namely, adaptive embedding and selection of the pixels. The previous approach used PEE such as the data is embedded uniformly. But here expansion of pixels with large prediction errors is avoided thereby reducing embedding impact by lowering the maximum alteration to pixels [13] .
A bit string of the image is used as a watermark where one bit from the bit string is embedded in all the tuples of a single partition and the same process is repeated for the rest of the partitions [4]. The above mentioned reversible watermarking techniques are not robust against heavy attacks. In these approaches, the importance of knowledge discovery is not taken into consideration while feature selection. Robust and Reversible Watermarking scheme(RRW) is efficient and deals with the heavy attacks and data quality is preserved by taking into account the importance of features in information extraction. Concept of Mutual Information is introduced in RRW. In RRW, Genetic Algorithm (GA) based optimum value is embedded in the selected feature of the dataset with the objective of preserving the data quality while minimizing the data distortions as a result of watermark embedding [1] . The DEW, GADEW and PEEW embed the watermark in partitions of the data to ensure minimum distortion; therefore recover the original data with degraded data quality and lack of robustness. RRW overcomes drawbacks of these techniques and is also resilient against heavy malicious attacks (insertion, alteration and deletion attacks).
III. PERFORMANCE PARAMETERS
For protecting data in relational databases, reversible watermarking approaches are studied with respect to their features, advantages and disadvantages. These approaches can be compared on the basis of data distortions, resilience against insertion, alteration and deletion attacks, watermark detection with or without attacks and original data recovery.
[1] Data Distortions: Data distortion is the alteration of the original data. It is usually unwanted and needs to be eliminated or minimized. In reversible watermarking approaches, watermark is embedded in such a way that the modifications are negligible to the extent that data analysis and mining process are not affected.
[2] Data Recovery: Data recovery in the watermarking context can be termed as where data which have been encrypted or hidden, rather than damaged, is recovered. Here, the original data is preserved in the presence of heavy attacks with high degree of accuracy.
[3] Robustness: Robustness is the ability of the system to cope with the errors during execution and cope with erroneous input. This is the ability of the watermark to resist perturbations caused by malicious attacks. For many copyright controlled applications, robustness is the major concern. The watermarks should be embedded in a manner such that the watermark can be recovered even after random alterations caused by different attacks. In reversible watermarking, robustness analysis is conducted with the following parameters where watermarked data is subjected to different types of attacks: 1. Resilience against Insertion Attacks. 2. Resilience against Deletion Attacks. 3. Resilience against Alteration Attacks.
IV. CONCLUSION
Immense growth in use of Internet has led to the increase in business and research era. Nowadays, sharing information online is an important activity for business and research which also involves buying/selling of the relational databases. In this context, proof of ownership and tamper-proofingtransportation of the database are the most challenging issues these days. Reversible watermarking methods protects relational data from getting manipulated. Watermark value can be achieved through Genetic Algorithm. After the study and comparison of the reversible watermarking approaches for relational data it has been observed that Robust and reversible Watermarking(RRW) technique outperforms all of them on different performance merits such as data recovery, data distortion rate and robustness in terms of insertion, alteration and deletion attacks. RRW is capable of recovering original data. A large portion of data can be recovered even after being subjected to malicious attacks. RRW
